sl
CISCO

Cisco Umbrella

YrpoLlaem 6e30nacHOCTb

-OnuH MajIeHbKU KUK
-OrpoMHbBIN TPYZ, THICAY COTPYLHUKOB



Umbrella ona 3aka3suunka
BbIF1AAUT NPOCTO

Umbrella

3anyck 3a MUHYTHI
YkaxuTe Bawl DNS
W

DOOD0 Jﬂ

omOmom| |7

©)
ooo
ooo

ﬁr@ o]e

’
ooooooo
ooooooo
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[laBanTe NOCMOTPUM, YTO TaM?
3a AnHunen 3awmTbl Umbrella




Hall B3ngn Ha Internet

200mMnpA 100MH

3allpoCOB B AEHb aAKTUBHbIX
nonb3oBaTeneun
eXXeadHEBHO
KOPMNOPaTUBHbIX

KIMMEHTOB CTpaH

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public




YCTapeBaHME «KNaCCUUYECKOFOY
CTeKka 6e30nacHoOCTM

Internet
Tpaduk Tpaduk
Brytp 80% D BHyTp 80% D
BHew 20% @ BHewH 20% @
0 = =l=
o|22 o
Ol @@ 0|22 |o| <@~
mOm 2IFAIE [ 10

PervoHanbHble LleHTp PoyMuHr/
odouchl MOOUNbHbIN



VIBMEHEHMA TUNa U NyTeN

Tpadomka

[Mpobnemsl:

CTOMMOCTb

[TpOn3BOANTENBHOCTb

H# BeHpgopos/

TRAFFIC
BryTtp 20%

Internet

TRAFFIC
BHyTp 20%

MHCTPYMEHTOB ® 0 ®
WHTerpaLys BHew 80% D BHew 80% D
O6cnyxmnBaHme

n o200

o220
nnm) « @@ 0|22 |o| <G~
oo ElISIE [ 1[0
PervoHanbHble LleHTp PoyMuHr/
odouchl MOOUMNbHbIN



HH
4 w5

OpraHM3aLni NepexodaT Ha NPSAMOM OOCTYI
Direct Internet Access (DIA)

be3onacHOCTb OOMmKHa NOOCTPanBaTbCA No4 HOBbLIM

NOOXOL

Source: ESG Research Survey, Cisco Secure Internet Gateway Survey, January 2019
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osontouma Cisco Umbrella

OpenDNS Umbrella Cisco Cisco Umbrella Cisco pobasuna SWG,
ans 6usHeca enterprise npuobpena nobaenseT yHKUMOHAN FWaaS, n CASB
internet Umbrella 6e30MacHOCTH doyHKLUMOHanN nntoc
security nuterpaumto SD-WAN B
Umbrella

DNS DNS + ‘
Habop cepsuncoB,
paspeLlueHne 6e30MacHOCTb .
MHTErprPOBaHHBIX C MHOFOMYHKLMOHaNbHas

\ , 06naKkom 6e3onacHocTb M SD-
WAN

N 4
. 4

SASE

ind/or its affiliates. All rights reserved. Cisco Public



co and/or its affiliates. All rights reserved SD-WAN

Cloud-delivered

firewall ,
Secure web Cloud access security

gateway broker (CASB)
g ‘
&
alr)

0}

I v

beszonacHoCTb VIHTEepakTnBHaA
DNS-ypOBHS Threat Intelligence

Cisco S
Umbrella

ENEEE=E

ON/OFF NETWORK DEVICES




Cisco Umbrella

beaonacHoe nofkntoueHue K Internet, Besne

BuonmMocTb

B cetn 1 BHe ee

Becb Tpadmk Internet n Web
Bce npunoxeHuns
Bce ycTponcTBa

SSL pacwmndgpoBka

@ 3awmTa

besonacHocTb DNS ypoBHS
Beb nHcnekums
HCcnekuns dpannos
[lecouHuua

HocTtyn k Threat intel

@ KOHTpPOmMb

Cnunckm URL block/allow

[MpaBKna NOPTOB/MPOTOKOMNOB
OunNbTp KOHTEHTA

BnokrpoBKa NPUNOXKEHNM

[leTanbHbI KOHTPOIMb

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public




DNS 6e30nacHOCTb



KpaTkoe BBefgeHue B DNS

=
¥l

Peructpatop
JOMEHOB
ConocTaBngeT 3anucu

WMEH K agpecam B
“TenedOHHON KHUre”

%Gobaddy"

ABTOpPUTATMUBHbIN
DNS

Bnapgeet n nybnukyet
“TeneoHHyo KHUry”

v eb"‘s?rﬁ.ﬁ’e'! Route 53

Q

PekypcuBHbIn DNS

NweT n xpaHmnt
agpeca ong Kaxxaoro

Al nmMeHn
asco. Cisco Umbrella



KTO nmpoBoguT paspeenne Bawmnx DNS 3anpocoB?

I_Ip06neM bl \ \‘ KoprnopaTveHbIii
ueHTp A

o BHyTpeHHuit InfoBlox
MHoxecTBO NHTepHeT NnpoBanaepos

appliance

YpaneHHble
paboTHUKM

onIMOG noaKrn4yeHmne C*)I/IJ'IMaJ'IbeIX

Oq)MCOB VoG KopropaTveHbii @ '
_ 06UnbHbIE LeHTp B _ @
Monb3oBaTenu 3abbiBaloT BCeraa rommbieTep® Brvperyl Hndons

Bkntodatb VPN

YaaneHHble
canTbl

PasnuyHble popmatel DNS noros

KopnopaTtuBHbIn

I
ueHTp C
Phe BHyTpeHHuit BIND ~
o

O PekypcuBHbii DNS anst iHTepHeT fjomeHoB

ts reserved.  Cis O AsTopuTaTnBHLIN DNS AN nHTpaHeT LJOMEHOB



Umbrella: Egnnbin rnobanbHblin pekypcmBHbIM DNS CepBuc

KopnopaTtunsHbIn
ueHTp A

na BryTpeHHMit InfoBlox 1

appliance N/

[MpenmyuwiecTtBa

YpaneHHble
paboTHUKM

KopnopaTtuBHbIn

Mo6urbHble LeHTp B
KOMMbIOTEPDI BHyTpeHHuit Windows
DNS cepeep

YpaneHHble
canTbl
<~ KopnopaTtuBHbIn
ueHTp C
@ - BHyTpeHHui BIND
Cepsep

@ PekypcmBHbin DNS gns MiHTepHeT joMeHoB

[mobanbHas BugMmocTb VIHTepHeT
aKTMBHOCTEN

CeteBag 6e3onacHoOCTb Oe3
AobaBneHns 3agepxkm

LlenocTHoe npMMeHeHne NonuTuk

BuanmocTte NHTepHeTa n3 obnaka

© 2020 Cisco and/or its affiliates. All rights reservec (j\;;mAE}TOpVITaTVIBHbIIZ DNS ana MHTpaHeT AOMeHOB



besonacHocTb DNS ypoBHS
[lepBag nuHWg 3aLmThl Internet-gocTyna

PaSBeprIBaHI/Ie 3a MUHYTbI A4 BCEN CETU

Safe Blocked
requeSt request
BNOKMPOBKA JOMEHOB, aCCOLMMPOBAHHbBIX A
c malware, (ULLKMHIOM, BbI30BaMM © © ® ®
command and control 3 ceTu n BHe ee © 0|® ©®
©® O ® ®
Bbonee 95% malware ucnonbadyet DNS © ®
ON9 KOMMYHMKALUWK, UTO MO3BONSET © O ® ®
OCTaHOBWTb PaCnpOCTPaHEHWE Ha CamOoMn © ®
DaHHEeN CTaouu 1 coepxuBanHue malware, © O ® &
ECNM OHO YXKe Monarno BHYTPb — —
N ==

SD-WAN ON/OFF NETWORK DEVICES

ffiliates. All rights reserved. Cisco Public



DNS 6e30nacHOCTb
BnoMMOCTb v 3aLUmTa NOOM akTUBHOCTU, BE3OE

Umbrella
LieHTp E%E SRR ----->
oT s Bce oducHble nokaLmm
BYOD [T+ > [lo6oe YCTPOMCTBO B CeTH

B cetun

BHe ceTun

POyMUHI KOMMbKOTEPDBI U
-----> MOOUMbHbBIE YCTPOMCTBA

Mmm
PervoH omOmf--

PoymuHr Q ----

o [ — )
Mo6unbHbIM [ F-------- O

M)
Y

I M
Y (Y

Kaykablh NOPT M NPOTOKON
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BCTpoeHO B OCHOBY Internet

Ha3HaueHune

OpwurmuHanbHOE Ha3HaYeHWe 1nm
CTpaHuua 6/10KMPOBKM

KoHTponu
6e30MnacHOCTU

+ [lpaBuna DNS u IP

« MHCneKumns pUCKOBaHHbIX
[IOMEHOB Uepes MPOKCH

+ [ocTtynHa SSL pacwundposka

Internet traffic
B cetn v BHE ee

be3onacHo

agpec

= OpurmHanbHbIN

N36upaTenbHbI NPOKCH
[ny6okKas MHCNEeKUMS

=l

N

®

[e]

oo

[e]

oo

[e]

oo

3a6n10KMpoOBaHO
MoamdpuLUMpOBaHHbIN
agpec



VIHdbopMaLums uTobbl YBUOETL aTakM nepeq
3aMyCKOM

[aHHbIE
- [anuble Umbrella DNS —200 \
MNP 3anpoCcoB B AeHb [roam

- [aHHble Cisco Talos o / lccnenosaTenm
BPEOHOCHbIX AOMeHaX, IP, n 6e30MacHoOCTM

URL y
- [locTpoeHne mopenen,
KOTOPblE aBTOMATUUECKM

Mopoenu KNacCUULIMPYIOT U
OLIeHVBaOT OJOMeHbl U 1P
- [lecatkmn mogenen NoCTOSAHHO \
aHaNU3MPYHT MUITMOHDI

COObITUN B CekyHay

« ABTOMaTMUECKM OOHaPYXMBAET
malware, ransomware, opyrue
YIrPO3bl




MHOroypoBHeBasa MHPoOpPMaLMa 06 yrpo3ax

[lekcnueckasa

YXnBoe npeckasaHne DGA

[leTekTop aHOManMy @

DNS - HoBble JOMEHbDI
“. Mopgenb paHX1UpoBaHUS NUKOB
a0y ) bed

o

ETC

[TpegnkTuBHbIN P @

[MpeanKTUBHbBIN MOHUTOPWHT IP

NpPOCTPaHCTBa

[pathbl @

Mopgenb coBnageHum

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public

% Botnet © @ @
Crimeware @ @
ExploitKit @ ® @
@ Phishing © ® @
Ransomware @ ® @

=~ Spam @ @

% Trojan 0 © @

Umbrella

Y,

Investigate

A



Mopoenb coBnageHmm
Ob6BUHEHME NO CNeacTBUKO

a.com b.com c.com x.com d.com e.com f.com

BO3MOXXHbI BPEOOHOCHbIM OOMEH BO3MO)XHbI BPEeOOHOCHbIM OOMEH

3BECTHbIN BPEeOOHOCHbIN AOMEH

CoBnageHne OOMEHOB O3HAUaET, UTO CTAaTUCTUUECKM CYLLECTBEHHOE
KONMMUeCcTBO Nosb30BaTenen OfHOBPEMEHHO 3aMnpPoCKo ABa JOMEHA B KOPOTKOE
BpeMs

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public



OfgHa 13 HalMX CTaTUCTUUECKMX Mogenen - Punycode
Y10 Mbl oenaem?

paypal.com ]
sn--poyol-oga com) HoBbiit pomeH PaccTosHue (xn--paypl-0ga.com) —> paypal.com
> [ (NSD) [ MeBeHLTeNHa ] paypal.com (UTF8) €——> paypal.com

l Levenshtein distance = 2 (<8)

LSA cpaBHMBaAETCH C M3BECTHOM
MOOENbHO

,LI,OI'IO!'IHVITeI'IbeIVI
I'Io,uo6v1e > 0.82 % aHaJ'IM3 (whois, IP]
space)

\4

e O630p aHanUTMKa

Natural Language
Processing (NLP)

] HTML -> LSA vector

ind/or its affiliates. All rights reserved. Cisco Public



| logknroueHuns, MHTerpaumm
N XKYPHaNMpoOBaHMe




[ MOKMEe MeToObl MoOKMHUEHUS

IPSEC TyHHEMD Proxy Chain AnyConnect

CDFW v Beb Tpadomk n PAC baiin Beb tpadmk n DNS
Tonbko BeO Tpadhmk

—u— —g

4

A A

[} [}

[} [}

] ]

] ]

[} [}
— —
o - -

O o - O -

O o - O O - O
O O O O
O | O O | O

LIeHTP » pernoHbl LIeHTP 1 pernoHbl PoymMuHr
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3alnTa YCTPOUCTB BHYTPU CETU C MOoMOLLbrO DNS

LO_J

208.67.222.222 <-------

Bawa nonuTtuka
[MpumeHnTb 6e30MacHOTb ANnsa agpeca

67.215.87.11

________ >@<

MHTepHeT wnto3

Ucxopawum IP
67.215.87.11

DNS cepBe
10.1.1.1

Laptop IP
10.1.1.3

BHyTpeHHWA DNS
------- } <--------->Q

Server IP
10.1.1.1

BHewHuin DNS pe3sonsuHr
208.67.222.222

YOUR NETWORK



[ 1oOM3BOAMTENBHOCTD M OTKA30YCTOMYMBOCTD
TYHHENeu

EmkocTb IPSEC
« >250 MOUT/TYHHENDb B KAXXOOM HarnpaBneHum C
OyayLIMM PasBUTHEM ONS YBENUUEHNS EMKOCTHU

- [1ng 6onblen eMKOCTU MOXHO MCMNONb30BaTb
HECKOMbKO TYHHenemn

Palo Alto
146.112.66.8
Pe3epBHbi

Los Angeles
146.112.67.8
OcHOoBHOM

B cnyuae oTkasa
OCHOBHOTO,

ﬂ,OCTyI'IHOCTb ncnonbayetcs BTopon DC
- KOHMryprpoBaHMe OCHOBHOIO U pE3EPBHOIO B TONKE perrone
- [lepekntoyeHne Ha pesepB 1 Ha DR canT

aBTOMaTHUUeCcKoe @ @

. [dnHamunueckoe

« Ecnn HacTpoeH ToNbKO OCHOBHOWM TYHHEND, nepeknoveHme

OCVYLLECTBNAETCS NepeknoueHne Ha I

o n
€3EePBHbIN.

. P . Mmmm Dallas TX

- MicmonbaymeT anycast n IKE DPD. mOmf<— @ ~—( 10— Automatic

Oduc

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public



HuTerpaumsa Cisco SD-WAN

[TpocTas, adhdexkTmnBHag bezonacHocTb ang Cisco SD-WAN

(paboTa Ha Viptela)

ABTOHaCTPOVKa M pa3BepThiBaHNe
BEICOKOAOCTYMHbIX TYHHENEen B
HECKOMNbKO KMMKOB

[0 yMONuaHWo 0TKa30yCTONUMBOCTb
MEXOY permoHamm

[[ny6oKasa MHCNeKUmMs n KOHTPOb C
obnauHbiM Firewall n Secure Web
Gateway

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public

oooo

DIA

MPLS

SD-WAN fabric




KnneHT AnyConnect
[Togoep»xka DNS 1 SWG

- AnyConnect MOXeT MCMNOoNb30BaTLCS MO
BCEN OpraHM3aumm

- Texkyuwme AnyConnect KnmnmeHTbl MOoryT
pacLLMPUTb NOOAEPXKKY, MPAaBO Ha
Mcnonb3oBaHna AC BKIKOUEHO B
NMNLEH3NIO

« Cepsucbl Umbrella DNS 1 Web Gateway
services COCYLLEeCTBYHOT

« 3allnTa aKTMBOB B CETU U BHE €€

. [lpocTasa n cornacoBaHHasa aTTpMoyLmMs
Nonb30BaTEenem

% Cisco AnyConmect Secure Mobisy Client

alvaln

cisco  AnyConnect Secure Mobility Client

Status Overview Roaming Secunty
Stans!

VPN B3 Message Hstory

Roaming Security > DNS/P Secunty Information
DS Protecton Suts: Protected
Clent Name: SAGER
User e
Last Connected: Today 12:44:29 AM
1Pv4 Enforcement Status: Urorotected
OIS Encrypten: on
Legong: Osatied

Web Secunty information:
I-.\wo Protection Status: Urgrotected I
HTTP Requests: 0
HTTPS Requests: 0
Broensed Requests: 0
Umieella Proy: Not Aveleble
Colect dagrost information for o
rataled components.

0 He TpebyeTtcs identity

[Mogpepxkka Windows n Mac



XPaHEeHME »XXypHanoB Ha Amazon S3

i Umbrella
Every 10 min S3 npenmyLlecTsa

HTTPS ;v—j +  OTKa30yCTONUMBOE M LUMPPOBAHHOE XPaHUMULLIE

* BcTpoeHHas nHTerpaumsa ¢ SIEM / aHanmMTnkon
XXypHanoB
_ i R * lcnonb3oBaHne cobcTBEHHbBIX Mnn Cisco
wamazon|S3 Visibility on- or XDAHAMMLL
off-network . 3
! ; Pre-built . _ LleHTpannM3oBaHHbIE YKypHanbl
G integrations splunk> % elastic
| @ ecacccccccccccaacacacaacaacaaa
: @sumologic  <© FireEye ™ [HocTtynHo xpaHunuile B EU
|
| Amazon * YnpoLuaeT perynsTopuky
|
o _____ 'ﬁlilf _______ Radar Arcs'gﬂtﬁi *  XpaHeHue aaHHbIX B EU

nitrosecurit;zz Any SIEM



[ TONUTKKK, KOTOPbIE PabOoTatoT oo
BMECTE >2a5

be3onacHOCTb ypoBHSA: Bo nepBbix
ONOKMPYHOTCHA OOMEHbI, KOTOPbIE
accouMmpoBaHbl ¢ malware vnum
NONUTUKOM

Cloud-delivered firewall (CDFW):
3aTem npoBepka npasun IP, nopr,
NPOTOKONM

Port 21

DNS

Secure web gateway (SWG):

B koHUe npoBepsieTca Tpadmk Web
Ha MpPeaMeT Hannums malware unu
HapPYyLUEHW NOMNTUK

iliates. All rights reserved. Cisco Public LSD—WAN DEVICES ON NETWORK J

DNS, CDFW, and SWG blocks




Secure Web Gateway



Umbre”a SV\/G internet/ MHOXXEeCTBO OyHKLNM

1 arpervpoBaHHas

OTUETHOCTb B OQHOM

CKaHupoBaHme
KOHCOMH
aHTMBMPYyCcoM 1 AMP

[lecouHuua
KOHTpOI:Ib TUMOB - Threat Grid
tpannos Direct to SaaS app
MonHas uAK yabupaTens ag@ BUOMMOCTb NMpunoeHurn  (€.9. O365)
paciumdposka SSL Y N O0eTanbHbIM KOHTPOMb
OunbTpaums no SWG [lonHasg OTUETHOCTb
kaTeropusam mnm URL no URL

T Tunnel (IPSEC) | AnyConnect | PAC files | Proxy chaining

LON/OFF NETWORKDEVICESJ

Cisco Public



3alunTa OT BMPYyCOB M malware

- CKaHWpoBaHWe 1 0bHapy»xeHue =

LLUMPOKOTIro anarna30Ha malware 1

BMPYCOB [/19 TOro, YToObI - = =
M36exaTb MHPULMPOBAHMA U = =
OCTaHOBWTb aTaKku : =
- Umbrella secure web gateway '
c Advanced Malware Protection
(AMP) 1 CTOPOHHMMU
a HTM B l/l pyc H bl M l/l 'DI B M>+<K j Mnm Destination Identity Used by Policy @  Internal 1P External IP Acti
° OTL{ eT bl a KT M B H O CT l/l |_| O Ka 3rb1rBaLI;@.EFamaoosd-pqcsm jfaewrwergwea.com 1 Jumper 54.183.4098 © Blocked Malware, Computer Security
AeTany Kaxaoro 0OHapy»<eHHOro o S

COObITUS



|_|eCOL’|HMI_I|a Threat Grld F'IeAnélys_!s
- BO3MOXHOCTb 06HAPYK1Tb CKPbITHIE ” ::Lm
Yrpo3bl B 3arpy»aembix doanax S emmm————

« Habop HOBLIX UMM PUCKOBAHHbLIX
dbanoB NOMeLLakTCsa B MECOUHMLLY U Set Your Sandbox Region
BPEeOOHOCHOW aKTUBHOCTU UMK

KOHTEHTa —— .
] Regions:
- [na dpainnos nyonukytoTCa npedynpexxaeHms s . s o o Europe or
- O6HosnseTca uHpopmauma Umbrella threat — North America
intelligence

SIG Essentials umeeT orpaHmnuenme 200 dbamnnos B AeHb ang Threat Grid.

[ng ysennueHns Heobxoanmo npuobpeTenmne ewle ogHoro SKU.

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public



AHanna pamnnos Threat Grid

MHcnekymsa Threat Grid:

- Dannbl, KOTOPbIE MPOLUMY Yepesd aHTMBUPYC U « HeunsBecTHble thalnbl, KOTOPbIE MMEDT
CKaHnpoBaHne AMP aTTPMOYTHI AN NOMELLEHMS B MECOUHMULLYY

File Retrospective @

Recent Retrospective Events

SHA256 Threat Score Malware Name Date Detected

7638§6d4a%¢cd3eas5fa889958dabe6e745b2931b96ecea W32.7638F6D4A9-100.SBX TG Jul 30, 2019 at 3:22 AM

526b2cad716f7dc1e568d5668b8a251d19e129308806b.... W32.526B2CAD71-100.SBX TG Jul 27, 2019 at 3:23 AM

1827fdf68d61964ddc13262a75b15b7c94978def0b014 W32.1A27FDF68D-100.SBX TG Jul 26, 2019 at 3:24 AM

49ade947bb9de7ce36f9735f90758d8425f939¢c2ce84b6. . W32.49ADES47BB-100.SBX.TG Jul 25, 2019 at 4:31 AM

f923288188bc12959¢890084cc685dbafi9c50b95a52a W32 FOF2328818-100.SBX TG Jul 24, 2019 at 3:26 AM
1-50f32

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public



eTanbHbIM KOHTPOMb MPUNOXEHWI

Control Dropbox

Select which sattings should block or allow this application

Application Settings (3 selected of 3 total)

Default Settings

Applied in: Global E ¢ urity Only ...

HR App Restrictive
Applied in: High Restrict Group Block Uploads

Global App Allow
Applied in: Global Alow Policy
() Label application as €} Not Approved ¥

Far more configuration eptions, go to Applic ttngs in the polcy section




[leTanbHbI KOHTPOMb ON9 MPUIOXEHUN SaaS

- brnoknposka nocTtos
B COLICETH

- bnokupoBka aTTauen
B BEOMENN

- brnioknposka 3arpy3sok
Ha obnauHble
XpaHUnmLla, odoucHbole
NPUNOXKEHNS,
NPUNOXEHUA Meama 1

T.0.

box
Gmail

&S Dropbox @ Q

twitterd¥ Dintered

facebook : clack
L mSIideShare Linkedm o

) '@l
Google Drive g WhatSApp u YouTube gﬁ% q
VM v  smartsheet PASTEBIN

Messenger

User Actions Partner’s cloud storage

ﬂ O Download
«— \
T~ e Upload

&3 Dropbox



PacwmndppoBka SSL/HTTPS B obnake

« BugnmocTb 1 Habop npasun

6e30MnacHOCTU a4 BCe —
nspection

yBeﬂ l/l l,{ M Ba |—O LLle rOCS:l 06-be M a Configure how Umbrella should handie HTTPS traffic. See HTTPS Inspection

LUMOPPOBAHHOIO BEO TpaduKa O e
R PaCLLlMCprBKa, OTHeTHOCTb N Add-domaimand-iolocicalogoiiuyouuumtooxsmptfromHTTPSinWion:

MHCNeuma 3andpoBaHHOro Beb | — — _

Tpaduka 1 pannos

- HeT pacxonos Ha »keneso sw,

- Het npobnem ¢ maclTabmnpoBaHMEM

- BO3MOXHOCTb M3bMpaTenbHOM pacLlUMgPOBKM

Mcnonba3osaHne AMP, Threat Grid n Umbrella Threat Intelligence onsg 3awmTsl

LLUMCPPOBAHHOIO TPammKa

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public



TpeboBaHusa K suanmMmocTy HTTPS Tpaduka n URL

- [leTanbHbl KOHTPOMb MPUMIOXKEHNI

- bnokmnposka URL kateropum

- [TonHas sugmumocTb URL

- AV CKaHMpOBaHMe, penyTtaumsa 1 necouHmLa
- OTObOpaXkeHne cTpaHuL, 6INOKMPOBKM

. [1pakTnyeckn Bce, UTO HENLb3A coenaTb Ha dns
YPOBHE




KoHTponb TmnoB dpannos- SWG

U 1\dentity Affected | 0Destination List Enforced

Jetwork Enable
Edit Identity

U File Analysis Enabled

' No Security Settings Applied File Inspection Enabled
Enable Threat Grid Malware Analysis Not Enabled
Edit

| No Content Settings Applied
Enable U Umbrella Default Block Page Applied

Edit Preview Block Page

| No Application Settings Applied

Enable U File Type Control Enabled
gif, ipeq, ipg, al and 8 more will be blocked
Edit  Disable
ADVANCED SETTINGS

Tpebyetca nHenekumsa HTTPS.

[‘O HTTPS Inspection l

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public



KOHTPOMNb TUNOB dPamnoB — KaTeropuv 1 Tumbl
dhannos

Edit File Control Edit File Control

Search for and apply policy controls for downloaded file types. Search for and apply policy controls for downloaded file types.

Search file types

) file types

All Groups All Groups [ Audio

- 4 Audio o) aif

~) ) Compressed files cda

~| 2= Data and database ' 9 -
) @ Disc and media files i o

wav
B Documents
1 wma
) & Executables
3 wel
1 3 Images

) |§ System related files

| B« Videos

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public



ATTPUOYLUMA M aYyTEHTUAMKALMA NOMNb30BaTENEN

- Security Assertion Markup Language (SAML)
- Service Provider (SP) - Umbrella
- |dentity Provider (IdP) - cTopoHHMN

- Cookie cypporathl
- TpebyeT nHcnekummn HTTPS

- [logpasdymeBaeTcsa nogaep»xka 6paysepos,
MOXXET He PaboTaTb A4 «OeCKTOMHbIX
NPUNOXKEHUIAN




HecKkOonbKO MOMb30BaTENEN M3 OOHITO XOCTa

« VA ¢ AD KOHHEKTOPOM MOXET TOMbKO
nogaep»XmMBaTb OQHOro nonb3osaTtensd Ha IP

agpec
. Y Citrix/TS MHOXECTBO Monb3oBaTenen User 1 mmm)

MOAKMIOUAKTCA 13 OAHOrO P User2  mmmsp Sﬂgr;d
- Secure web gateway ncnonbayetT SAML User3 mmmp =)

ayTEHTUMKWKALMIO C cypporaTtaMmm cookie shared IP: 10.10.1.1

- Cypporatbl Cookie noaaep>KmMBatoT HECKOMbKO
Nnonb3oBaTenem n3 ogHoro IP

- Mopoepxka BupTyanbHbix gecktornos (Citrix/TS)
1 6paysepos (Citrix)



SWG nonb3oBaTten v rpynrbl

- CSV BbIrpy3ka

- PexomeHpyetca nHctpymeHt CSVDE Ha
KOHTponnepe gomeHa Windows

« CuHxpoHuzaums AD koHHeKTOopa Active
Directory sync

- OunbTpauma rpymnmn

- Bepcuna ctaHgapTHOro AD KOHHEKTOPA
Bepcum 1.3.8+

- TpebyeTtcd Tonbko DC, He TpebyeTcda VA




Cloud-Delivered Firewall



TyHHENMpoBaHMe TpagmKa et

(DNS BHe TyHHens, SWG, v npasun CDFW)

1. PesonsuHr Umbrella DNS no nonutuke,
allow/block

2. PaspelueHHbi Tpadhmnk OTNpaBnseTcs no
TyHHento Ha Umbrella

3. MIHcnekumsa Tpadmka B CDFW. Ecnu Beb
Tpaduk pa3peLleH no noptam 80/443, oH
otnpasnsaetca Ha SWG, gpyron Tpadmk
nHcnektupyetca CDFW. Tpadomk
XKYPHaNMpyeTcsa COrmacHoO NonmnTuKe

4. SWG MHCNEeKTUPYET M XKyPHaNuMpyeT
Tpadumk.

5. PagpelueHHbi TpadhuK nponyckaeTcs
uepes NAT

liates. All rights reserved. Cisco Public

5 Source IP: 146.112.x.x (Umbrella)

NAT

© o
o VPN CONCENTRATOR

Umbrella Cloud
VPN TUNNEL
Example Source IP: 70.149.x.x

OfEa

ON PREM DEPLOYMENT




Kpatko o Umbrella cloud-delivered firewall

Bo3amMoXxHOCTH

- L3/L4 FW; L7 BO3MOXXHOCTHM (MOKa B OrpaHUUeHHOM
[NOCTYMHOCTW)

- [logoep»xka ueped TyHHeNb IPSec
Identities

« TyHHENb Kak ocHOBHOE ldentity
UHdppacTpykTypa

- Nogpep»ka Heckonbkux DC

« ABTOMaTMueckast 0TKa3oyCTOMUMBOCTb C MOMOLLIbIO
Anycast

>XypHanupoBaHWe 1 OTUETHOCTb
« XXypHanbl Firewall kak yacTb Activity Search
« OKCMopT NOroB NogaepxmBaeTcsa ueped Amazon S3

Tunneling

Global
coverage

Logging and
reporting

ldentity




BapuaHTbl ncrnonbl3oBanms cloud-delivered firewall
Onacenuns: roctesont Wi-Fi

[TogknoueHue c HeneranbHbli 06MeH dhaitnamm JocTtyn K
MHOPULMPOBAHHbBIMM (npaTcTBO, HapyLLeHKs He>XkenaTenbHOMY
yCTPOMCTBaMm 3aKkoHopaTerbCTea) KOHTEHTY

OTn aKTUBHOCTU MOTYT HEMATUBHO MOBMUATb Ha OPraHM3aunto

- CBA3aHO C penTmHramm 6e30nacHOCTH, TaknMm kaka BitSight
- MOXEeT npmBneyYb BHUMaHME MPaBOOXpPaHUTENEN




BapunaHTtbl ncrnonbl3oBanmsg cloud-delivered firewall
Firewall gnsg rpaHuubl ceTn

3awmTa Tpadurka BuonMMOCTb 1 ynipaBneHme CornacoBaHHbIM
DIA B NPUNOXKEHNAMM NONb30BaTENbCKNM
PErMOHarbHOM onbIT ong web/He Beb

oduce



(

DVHKLUMOHaNboCTb CAS




Tunbl CASB

&M BcronocHbi/API a5 Inline/Proxy

- Cloudlock UEBA - Umbrella App Discovery & blocking

- Cloudlock DLP - Umbrella Advanced App Control

- bnokmnposka Bbirpy30k Dropbox/Box

« Cloudlock Apps Firewall - _
- bnokuposka obmeHa dannkam Webmail

OAuth-connected apps

. Umbrella cloud malware - Umbrella Inline DLP (roadmap)

protection (LA)



OBHapy>KeHWE MPUNOXEHUN N OETalnbHbIN
KOHTPOMb (proxy)

PelueHrne OCHOBHbIX MPO6MEM, OTHOCALLMXCS K «CKPbITOMY»| T

BuomumocTb
[MTprNoXxxeHmsa 1 puck
<
OnTuMmM3auma m
6N1oKMpoBaHne




SapUaHTbl Pa3BEPTbIBAHUS



Pa3BepTbiBaHuS

3alWmTHUTE YCTPOMCTBA C nomMoLlbo DHCP

u Internet LLUnwo3

Bawa nonutuka MUcxopswmit IP
HacTpowka nonutukm ans 67.215.87.11
67.215.87.11 DNS cepeep

208.67.222.222

Bawa ceTb



PasBepTbiBaHME

3aLUMTa C MOMOLLbIO MAPTHEPCKOrO YCTPONCTBA

Vs

a Internet gateway
208.67.222.222 ¢mmmmmmmmenee , @ P >g

Bawa nonutuka MUcxopswmit IP
MpumeHeHne npasun ans N/A
FGL189914GG DNS cepsep
208.67.222.222
Moanepixka: CepuitHbI HoMep
FGL189914GG
ASA, FTD, ISR, Meraki, Cisco SD-
WAN, Cisco Wireless n cTopoHHMe [
yCTPOUCTBa

Bawa ceTb

2020 Cisco and/or its affiliates. All rights reserved. Cisco Public



PasBepTbiBaHWe

3alwmTa ycTponcTs ¢ Cisco ISR™

Cisco ISR
( _______
208.67.222.222 «-=----Br-mnnn-> @<
Bawa nonutuka Ucxopsumii IP
[MpuMeHeHne NonuTUK ans 67.215.87.11
Workstation VLAN xocT VLAN
UMK DNS cepsep
208.67.222.222
Server VLAN Cepeep VLAN
DNS cepsep

*Supported models: 1K and 4K series running OS-XE v16.6.1+

© 2020 Cisco and/or its affiliates. All rights reserved

Bkniouet
ungeHTudukatop VLAN

n IP apgpeca

208.67.222.222

L

WORKSTATION VLAN

Bawa ceTb



PasBepTbiBaHue

SawmTa wifi ¢ Cisco WLC

BcTaeka SSID
identity B EDNS

3anpochl

Cisco WLAN controller

208.67.222.222 ¢--mmnmmmmmmnmne- > (&) S

Bawa nonutuka Ucxopswmit IP
[MpuMeHeHne NonuTUK ans 67.215.87.11
Employee Wi-Fi SSID Employee Wi-Fi

SSID DNS server
208.67.222.222
FocteBoit Wi-Fi SSID

DNS server
208.67.222.222

L

EMPLOYEE WI-FI SSID

GUEST WI-FI SSID

|

L ) (  B—

)

*Supported models: AireOS 8.0+ and WLC 8.4+

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public

Bawa ceTb




PasBepTbiBaHWe

3awmTta ceTn yepes DNS cepBep

‘ , Laptop IP
Internet gateway 10.1.1.3

BHyTpeHHMI cepBep
208.67.222.222 ¢ =-=-==mmmmnmne- >@< --------------- >o—) ¢ -------- >Q

Server IP
MNonutuka Ucxopawum IP 10.1.1.1
MpUMeHeHne NonuTUK ans 67.215.87.11 ®@opsapaep
67.215.87.11 DNS server 208.67.222.222

10.1.1.1

Bawa ceTb



PasBepTbiBaHue

3awmTa ceTen

c Umbrella virtual appliance

208.67.222.222 <------ O

Bawa nonutuka
I'IpmmeHeHme NONMUTUK Ond

10.1.1.3

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public

BHyTpeHHnn DNS

Server IP

Bctaeka 10.1.1.3, GUID u 10.1.1.1

Org ID B EDNS 3anpoc,

Internet gateway

Ucxopgsawun IP
67.215.87.11

DNS server

Appliance IP
10.1.1.2

DNS server
10.1.1.1

BHyTpeHHue foMeHbl
office.acme.com

Laptop IP
10.1.1.3

YOUR NETWORK




PasBepTbiBaHue

3almTa nonbloBatenemn AD uepes Connector

n Umbrella virtual appliance

AD Server

CAD KOHHEKTOpOM

------- ==

Accoumaums A
——
(uepes HTTPS c 10.1.1.3
Internet gateway push) o

Umbrella VA

208.67.222.222 2:::::::;5:::::::?@2 ‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘ B sle=—]«---

Appliance IP

Bawa nonutuka Network egress IP [l E-IERIN R ECH 10.1.1.2
MpumeHeHne ans 67.215.87.11 GUIDun Org ID B DNS cepsep

EXEC group DNS server EDNS sanpoc, 10.1.1.1
(GUID = CEOQ, uneH rpynnbl EXEC) 10.1.1.1

office.acme.com

BHYTpEeHHUe AOMEHbI

Internal
DNS Server

DHCP IP
10.1.1.1

Laptop IP
10.1.1.3

Bawa ceTb

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public




CaMbl MNPOCTOM NPOOYKT ANs
3arycka

Umbrella
3anyck 3a MUHYTHI
YkakmTe Ball DNS
(X)
S=2 K@ Q@
© == T
. II \\ \\ ,/ \\ ®
B NS ooo
NN 000

»

ﬁr@ o]e
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ooooooo
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