«BE3OMACHbBIN MHTEPHET

ansg sauwero ocpuca
n Mo6unbHbIX NONb30BaTeNen

B ycnoBusax naHoemmm BCE OOMblUe COTPYOHMKOB MEPEexoauT
Ha YyOaneHHy paboTy M BedeT [fdena C MNOMOLLbH  0b6nauHbIX
npunoxenuin. Microsoft Office 365, obnauHble CRM 1 ERP cucTembl,
NMOUTOBbIE CEPBMCHI U PANNOOOMEHHMKM — 6E3 BOMbLLIEN UacTn 3TUX
NPUNOXEHUIN CEerogHa He OOXOAMTCSA Oake HebOonbluas KOMMaHMs.
C pacnpoCTpaHeHWeM ObMnauHblX MPUAOXKEHWM BCE  OOMbLUe
nonb3oBaTenen noagknouatoTes K VHTEpHETY M3 Nobon yaobHOM
TOUKM, — M3 OOMa, Kade MNn daxke Apyrov CTpaHbl, — TO eCTb B 06X0[
CPEACTB 3alUMThl KOPNOpaTMBHOM ceTn. Kak e C Takon CuTyaLmn
OCTaBaTbCs B 6€30MaCHOCTM, HO MOAABMASHOLLYHO YaCTb BPEMEHM
npoOomKaTb PaboTy OHNaMH?
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25% KopnopaTuBHOro Cnam coctaBnsiet B 2021

Tpaduka obxopnT 86% ot Bcero Mcnonb30BaHMe
nepymeTpoBbIe CpeacTBa email-rpaduka Saa$ BbIpacTer
3aLuThl 6e3onacHoCTY Ha 70%

82% ypaneHHbIxX

1 MO6UNIBHBIX
nonb3oBaresneii He
ncnonb3yrot VPN

Mo cramuciuke: (Gardner Group)

Mbl  npegnaraem  06MauHytd  NNatopmy  MHGOPMALIMOHHOM
6€30MacHOCTK, KOTOpast CTaHeT MNepBOW NMHWMEN OOOPOHbI
OT  WHTEPHET-Yrpo3, HE3aBUCUMO  OT  MECTOHAXOXOEHWS

nonb3oBatenen. ObecneubTe MNOMHYH MPO3PAYHOCTb AEUCTBUM
B VMIHTepHETE MONb30BaTENEen — C M0ObIX YCTPOUCTB M B MHOOOM
TOuke Mupa. bBnokupymTe yrpo3bl 4O TOro, Kak OHW MPOHWMKHYT
B BalLlly ceTb!

Cepsuc «BE3OMACHbBIM MHTEPHET» o6ecneursaeT Npo3payHOCTb
OencTBmMi B MHTepHeTe BCex Monb30BaTenen KOopnopaTUBHOM
CeTn — C NbOro yCTPOMCTBA M HE3ABUCKMMO OT MECTOMONOXKEHNS.
Bnarogaps npoaykTy Cisco Umbrella, cepBnc BbISABASET M 6IOKMPYET
YrpO3bl 0O YCTAHOBKM COEOMHEHMS, HE BbI3bIBAs MPW 3TOM HMKAKMX
OOMONHUTEMbHBIX 3a0ePKek B paboTe CeTu. Bbl CMOKOMHO MOXeTe
MCMNONb30BaThb YOOOHBIE 06MaYHLIE MPUNOXKEHWS, MPOBEPSTL MOUTY,
nocewjatb BE6-CTPaHULbl M HE BECMOKOMTCA O HebnaronpuUaTHbLIX
nocnencTBusaX.

Cepsuc obpabaTbiBaeT BeCb DNS-Tpadmk, aHanmM3npyeT M OLEHUBAET
YPOBEHb OMACHOCTW: 6&€30MacCHbI, BPEOOHOCHbLIM MMM COMPSIXKEHHDBIN
C puckoM. bezonacHble 3ampochl MPOMyCcKatoTCs, BPEOOHOCHbIE
ONOKMPYHOTCH, @ COMPSKEHHbIE C PUCKOM MepeHanpaBnaroTcsa Ha
obnauHbin npokcn-cepsep Cisco Umbrella gna mnx yrny6neHHoro
aHannza. M Bce aTO 3aHMMaeT CUMTaHHble cekyHabl!

Mo cratucTike, 90% BepoATHOCTI NonajaHns BMpyca Ha pabounia MK
COCTABAANOT YTPo3a 3aHeceHNs U3 VIHTEpHETa, HeXXenn ¢ dAelkm

NOX

WM NOAKIHYEHHOTO YCTPOIACTBA. /1Sl 3TOTO HY)XXHA 3aLLyTa HOBOFO YPOBHS!

*B OCHOBe cepBuca - npoaykT Cisco Umbrella
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Mpeumywyectsa cepeuica «bE3OMACHBIA NHTEPHET»

3"“. 3awmta Ha ypoBHe DNS npu nogxntoueHum 6e3 VPN.

*®¥  (pe/TBa MOHUTOPUHIA U ynpaBieHus Ha yposHe DNS
6N10KIpYIOT 3aNpochl Ha BPeAOHOCHOE M0 1 GULMHTOBbIe
ataki, nperpax/aer A0CTy K onacHbIM foMeHaM, IP-agpecam
1 Gaitnam A0 YCTaHOBKM COEAMHEHNS.
O6Hapy>)XeHWe U caepXUBaHNe Yrpos.
bnoknpoBka 0bpaTHOro Tpadyka KOMaHAHbIX CepBepos,
duwnHra, BpegoHocHoro M0 yepe3s ntoboit nopr
UAK NPOTOKON.
Ynpexxaarowas aHanmTuka.
ObHapyXeHue v ycTpaHeHwe yrpo3 4O T0r0, Kak OHI HaHeCyT
Bpe BalLeit KoMnaum.
CepBuc HeBUAUM ANS Noab3oBaTens. CoTpyAHKN
MOTYT COCPeAOTOUMTLEA Ha PaboTe 1 He AymaTb 0 be30nacHoci
TOO WA UHOTO CaiATa v nucoMa. CepBuUC HeBO3MOXHO
U1y4aitHo OTKNIOUHUTB KaK aHTUBMPY(C, Tak Kak OH He Tpebyer
yCTaHoBky nporpammbl Ha MK.
Jlerko Ha4aTb MCNOb30BaTh. Bcs HacTpolika
I 06UNYXVBaHME YXe BKAKOYEHbI B CTOUMOCTb MAKETa.
BHe/peHve 3aHuMaer HeckoNbKo Yacos.
MeHbLle Ha30/MAMBOIA peknambl. [lofb308areny
0TMevator yMeHbluerne 40 80% Konnyecrsa peknambl B Buae
BCMIbIBAIOLL{VX OKOH.
Yp06Ho onnaumsaTth. Hikakvx CI0XHbIX pacyeros i
CreLQVKALIATE: OMNauvBaT YUIyry AOCTATOYHO OAVH Pa3 B MeCAL.
OTyeTb! 0 6e30NacHOCTH. [1pefoCTaB/eHye oT4eros
0 BPeAOHOCHbIX 3aMPOCaX v APYrix yrpo3ax.

Mposepsiet bnokupyer




[na o6ecneueHusn Bawen 6esonacHocTu B UHTEepHeTe
pa6oTaeT uenas rpynna aHaJIMTUKOB NO BCEMY MUPY
B pexxume 24x7x365.

Cepsuc paboTaeT npu noaaepkke MHTENNEKTYATbHOW MNATOOPMb
Ona AHAINMM3A YITPO3 CISCO TALOS. Cisco Talos — mexgyHapogHas
rpynna BedyLUMx aHanMTMKOB B 06MacTh 6e30MacHOCTM, BOOPY>KEHHbBIX
CaMbIM/ COBPEMEHHBIMM CUCTEMAMM M MHCTPYMEHTAMKU MOHUTOPUHIA
yrpo3, BOZHMKAOLLMX MO BCEMY MMPY. Kaxabli OeHb 0bpabaThiBaeTcs
200 mnpa Beb6-3anpocoB 1 600 MIpa aNeKTPOHHbBIX MUCEM.

Bpep0HOCHbIE BUPYCbI PACMIpoCTPaHAOTCS p—
B VIHTEHETE Yepes 3/1eKTPOHHYI0 nouTy, @ | =
TeKCToBbIe CO06LLEeHNsI, Be6-CTpaHULIbI U T.4 M Q A 3

Korga cuctema O6HapyxmBaeT yrpody Yy ofHoro m3d 1000 maH
nonb30oBaTenen npoaykTa, Yrposa aBTOMaTuMuecky  6rnokMpyeTcs
N HENTPaNM3yeTcs MY NOMELLAETCS B KapaHTWH B CETSX OCTanbHbIX
3aKa3UMKOB W KIMEHTOB MO BCEMY MMPY OyKBanbHO 3@ CUMTaHHbIe
MUHYTHI.

lNMpocTasa u nerkas oTrpy3ka

Cepsuc «bE30MACHBIV MHTEPHET» npegocTasnaeTcs no moaenu XaasS (cepsuc kak yenyra). BoamoxxHa noctonnaTa,
no MPUHUMNY «Mecal Monb3lyeTechb, MOTOM onfaumBaeTen. Domblue HWMKaKMX HEeNOObEMHbIX KamuTanbHbX 3aTpaT
Ha 6e3onacHoCTb. ObCny)KMBaHMEM BYOET 3aHMMaTbCS MOCTaBLLMK YCAYrM, BaM HUYErO yCTaHaBMBaTb M OOHOBMATb

HE HY>KHO.

Mb! ueHum Bpemsi u paboTty Bawmnx 6yxrantepos! Bce naketb «BE3OMACHbBIM MHTEPHET» TapuduumpyroTes
no MakcuMManbHO BO3MOXHOMY KOMWMUECTBY UENOBEK, a 3TO 3HAUUT — OOMblUe HEe HY)XXHO HWKaKWx rnepepacueTon
N OOMOMHUTENBHBIX KOPPEKTUPYHOLLIMX ByXranTepckux Oymar npu yBenuueHu unm CokpaLleHnmn umncna coTpyaHMKOB.

CTOMMOCTb NakeTa — PUKCUPOBaHHAaA 3a KaneHgapHbIi Mecs.

Y10 panbLue?

XOTHUTE MOIK/IIOYNTCA?

C Bamu CBSHKYTCS
MOCTaBLLUMKM YCNT.
cneunanmcTbl OTNPaBaT
npeanoXxeHe B 6enopycCckmnx
pyonsax 1 NpoBenyT ObICTPOE
NOAKIKUEHNE YCNYTU.

3TO MHOro unu mano?
Oona cpaBHeHusn:

Hacenenmne 3emnu:

[ ]
7 4 MUNMAPOA
) NHOOEN

970 Noutu 3 6NOKUPOBKK Ha 1 uenoseka.
ExxegHeBHO!
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Ocrannch BOIpOChI?
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